President’s M essage
Risk Analysis—Of the People

Risk analysis studies people’s interactions with their
material surroundings. At times, people are the creators
of risks; at times, they just bear its burdens. At times,
they play both roles, as when they try to reduce personal
risks. As a result, effective risk analyses must incorpo-
rate the best available social science, in addition to the
best available natural science and engineering. However,
this may not be an easy task. Socia scientists are often
missing entirely from analytical teams. When consulted,
they are often unaccustomed to tranglating their know!-
edge into analysis-friendly terms. Their status may shift
rapidly from being irrelevant to being late: if they can’t
produce the desired numbers quickly enough, then the
analysts might just make something up, in order to keep
socia variablesintheanalysis.

Three recent examples might suggest the opportunities
and obstaclesto creating behaviorally realistic risk analy-
ses. Each was unsatisfying, yet potentially asmall stepin
the right direction.

Small Step 1: A couple of yearsago, | got acall froma
consulting firm, saying, “We've got the contract for
modeling [biohazard X]. We know it depends on things
like whether people notice symptoms, get vaccinations,
sue for side effects, obey quarantines, believe that their
loved ones are being cared for . . . Can you come here,
for a day, to give us the numbers for behavior?’

It was nice to be asked. However, how could any one
person know all the relevant research, represent its re-
sults, uncertainties, and controversies, in a single day,
while ensuring that the model has been properly framed—
and then monitor the use of those behavior estimates as
the model evolves over time? | didn’t think that | could,
and declined. | don’'t know if that was a mistake. They
had at | east asked and | had refused to say anything, rather
than saying something imperfect.

Small Step 2: Recently, | was asked about the sound-
ness of adevice for detecting aterror hazard. One of my
first questions was, “How can you ensure its usability,
both in terms of how well operators can use it and in
terms of the social system that will respond to its stream
of true and false signals?’ The answer was, “We have a
couple of users come in one day a week.”

That was certainly better than just imagining its use.
However, how could any two users know the relevant
human factors science, devise valid performance stan-
dards, monitor adherence to their advice, anticipate the
range of possible uses, and represent alternative ap-
proaches? Although initially dissatisfied (and, privately,

dismissive), | cameto realize that having two users, rais-
ing potentially awkward questions, could refinethe analy-
sis—if someone could, then, translate their concernsinto
analytical terms, supplemented with research results.

Small Step 3: A few weekends ago, a colleague wrote,
saying “[X] needs to know the ratio of ‘worried well’ to
actual injured, in the event of aterror attack.” It wasnice
that [X] didn’t just make up anumber or ignore the prob-
lem altogether. However, how could any one number ad-
dress the range of initial conditions, represent alternative
definitions of “worried well,” and capture the uncertain-
tiesin the literature—while not feeding the disrespect in-
herent in the question, with itsimplication of “needlessy
worried well.”

Over the weekend, we assembled a small team €elec-
tronically and produced a short memo, saying that the
research suggests a ratio between 1.02 and 100,000. At
the one extreme lie situations where the only additional
casualties arethe few people proneto somaticizing stress.
At the other extreme lie situations where communication
is so hard, or so bungled, that many people are left legiti-
mately wondering whether they have been exposed to
something that istreatable, if they get help soon—as hap-
pened in the 2001 anthrax crisis. We hoped to provide
some crude guidance, while suggesting that we could do
better right now, with better task specification, and even
better in the future, with additiona research.

Although outsiders always feel aggrieved when their
work has been ignored, the path forward may require
such small steps, swallowing hard and saying something
consistent with the research, hoping that the next request
will alow for more. We might also reflect on the cases
where the tables are turned, as when social scientists as-
sess risk perceptions, without systematically determin-
ing which facts matter most.

Baruch Fischhoff
CarnegieMdlon University

Adapted from a presentation to the National Research
Council Board on Radioactive Waste M anagement Work-
shop on Risk Assessment and Decision Making under
Scientific and Technical Uncertainty, 22 February 2005.
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Risk Analysis—By the People

About 25 yearsago, | had the opportunity to spend an
afternoon with Stephen Cotgrove, at the University of
Bath (UK), an early student of conflict over environ-
mental protection. One of his comments that particu-
larly struck me was, “ The hardest thing for metodois
to convince engineers that they have emotions.”

In Cotgrove' sview, as| understoodit, thisdenia had
two important conseguences. One made him less sym-
pathetic to engineers, the other more. The former was
that seeing themselves as relying entirely on reason
madeit too easy for engineersto dismisstheir criticsas
being driven by emotion. We all have our favored ad
hominem arguments. “ Hysterica public” isaconvenient,
ego-enhancing one, when citizens object to an engineered
system. However, it is not a helpful diagnosis unless
supported by evidence.

Recently, | wasinvited to address alargely technical
group about integrating risk analysisand risk communi-
cation in the context of terrorism. The ensuing discus-
sion waslively and constructive until someone began a
question with “ As| understand it, the accepted wisdom
isthat if an attack occurs, the public will panic. . .”

| had devoted one slide to that exact topic and it had
said exactly the opposite. | made two snap decisions.
Onewasthat the questioner was not disputing my claim.
He simply had not heard it, because it so contradicted
his expectations. (Psychologists use “ selective percep-
tion” to describe such processes.)

The second snap decision was that | did not want to
beinvited back. So, | replied somewhat undiplomatically,
saying that although psychologists have made aliving
documenting thefoiblesof lay judgments, few compared
to thisfable about lay people, which was sowidely held
in the expert community.

Looking at natural disasters, wartime experiences, and
other collectively stressful events, scientists have found
that panicisrare, and pro-social, even brave, behavior the
norm. Indeed, ordinary citizens provide much of the first
response to such events. As a result, this misconception
typicaly hasrelatively small practical consequences. Citi-
zens have aready done their work before the profession-
as arrive to do theirs. We may not be so lucky, if our
society isput on apermanent wartimefooting dueto anxi-
ety over terrorism. In that case, theimage of an incompe-
tent public, partially fed by themyth of panic, could foster
amilitarization of the home front that invests protective
resourcesinefficiently, while undermining civic society.

The persistence of the panic myth brings to mind
Cotgrove'ssecond claim—the oneregarding how engi-
neers denial of emation increased his sympathy toward
them. Engineers often bear enormousresponsibility for

solving intellectudly challenging problems protectinglife,
limb, and economic well-being, under socially chaotic
circumstances, producing wildly conflicting pressures.
Small wonder, if they felt some emotion.

Over the past 20 years, researchers have learned a
lot about the effects of specific emotions on specific
judgments. For example, anger, unlike other negative
emotions, makes peoplemoreoptimistic. It al so encour-
ages seeing other people as responsible for problems
rather than blaming the circumstances in which those
people find themselves. By contrast, sadness increases
the attribution of problems to general circumstances,
which seem less readily addressed than troublesome
people.

Thus, anger might help peopleto get somethingsdone
if it does not cloud their judgment in ways that keep
them from doing thingsright. Sadness, on the other hand,
might evoke the compassion needed to remember just
how complicated circumstances can be, while evoking
sympathy (or at least empathy) for those trying to solve
them.

In such ways, emotion can serve amobilizing function.
Those who deny their emotions deny the legitimacy of
needing help to stay the course. Cotgrove's book, Catas-
trophe or Cornucopia: The Environment, Politics and
the Future, contrasts two competing visions of the future
of the natura world. Like most views on topics of any
importance, these have both cognitive and emotiond ele-
ments. (Dual process theories in psychology treat how
theseinteract, dong theinterplay of people’'s detailed be-
liefsand their generd orientation to aproblem.)

Each sideinarisk conflict hasitsengineers. Although
they may be responsible for the cognitive part of the
operation (leaving theemotionsto theliberal artsgrads),
doing their job well requires apassion for it. Emotions
ofteninclude ageneral level of arousal, whoseinterpre-
tation depends on situational cues (providing an answer
to “why do | fed thisway?").

A common source of situational cuesisconfrontation
with critics. It naturally triggers anger focused on the
source of thecriticism, rather than on the circumstances
producing it—others doing their job passionately. Rec-
ognizing these processes might help people to get the
best out of their emotions. So might recognition of how
difficult it isto insulate judgments from conflictsof in-
terest. Analysis might benefit from abattle of emotions,
aswell as the usual battle of the wits.

Lo,

Baruch Fischhoff
Pittsburgh, PA, 11 June 2005
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Risk Analysis—For the People

Thetragedy of Hurricane Katrina should give pause
for anyone in the risk business. | am writing on 5 Sep-
tember, whilethere are, likely, people still dyinginiso-
lated quarters of the New Orleans area. Although there
will be better evidence later, the passage of time can
also blur both memory and emotion. The*blame game”
is currently a repeated phrase. One can safely assume
that it will be played long after this column is published.
What might fade, though, isthe “ shame game” of won-
dering whether we have somehow been part of this
risk management failure.

Thetheme of my presidential columns has been how
we can create behavioraly realistic risk analyses. My
first column considered the appropriate level of com-
plexity, as dictated by risk realities and decision mak-
ers’ needs. The second considered how to identify be-
havioral determinants of system performance and use
research results (rather than ad hoc assumptions) to
estimate them. The third considered using expert judg-
ment wisely, recognizing the experts are people, too.

| had planned to conclude by writing about behavior-
ally realistic risk communications. | hoped to close the
loop (begun with thefirst column) by reflecting on how
to give people the information that they need in aform
that they can process efficiently. These goals clearly
were not achieved for many people along the Gulf Coast.
An investigation worthy of those who perished, those
who had their lives disrupted, and those who labored to
save them would examine the roles played by the fol-
lowing factors:

Irrational citizens. Towhat extent did peoplefail todo
sengblethings, despitegetting good informationinatimely
fashion? Where this happens, an emergency system that
relies on communication fails the test of behavioral real-
ism. Evauating thispossibility requiresempiricaly estab-
lishing citizens goals and beliefs (for example, did they
know therisks, but stay behind for loved ones? Did they
hear conflicting messages and not know which to trust?
Did they gtick around for thelooting?—not nice behavior,
but not necessarily irrational).

Incomprehensible communications. To what ex-
tent did citizens not understand what they were told?
Wherethey do not, either the emergency system should
be abandoned or better communications are needed.
Evaluating this possibility requires evidence regarding
how actual messages were interpreted and how far the

envel ope of understanding could be expanded with prop-
erly designed messages.

Irrelevant communications. To what extent did
messages contain the information that citizens needed
most? Where they did not, the system should be rede-
signed to identify the factsthat are most critical to citi-
zens' needs (and do not go without saying). Evaluating
this possibility requires determining whether communi-
cationswere driven by public health concerns (focused
on the welfare of the audience) or public affairs con-
cerns (focused on the image of the source).

I nappropriate communicators. To what extent did
citizensso disdainthemessenger that they ignored critical,
comprehensible information? Where that happens the
messenger needs to be improved or replaced. Eval uat-
ing that possibility requireslooking at the perceived hon-
esty and competence of both the individual communi-
cators and the institutions that they represent.

Inadequate analysis. To what extent did communi-
cators not know what to say, because the risks had not
been analyzed properly? Where that happens, officials
should remain silent until they have done their home-
work. Evaluating this possibility requireslooking at the
staffing and work practices of the official organizations.

Impossible situations. To what extent did communi-
cators have nothing useful to say? Where that isthe case,
thehonest thingto say isthat “ You' reon your own”—and
try to be more useful the next time. Evaluating this possi-
bility requiresrisk analysesthat are redigtic about the be-
havior and performance of officia organizations.

Theseareintellectually challenging evaluations. Like
other forensic work, they are best pursued in anonpar-
tisan manner, with the needed natural, engineering, and
behavioral science expertise. Lawyers have avaluable
roleasexpertsinlegal constraints, but not as arbiters of
politically acceptable truths. Having local residents on
theteam should increaseitsrelevanceto their concerns,
realism about their circumstances, and comprehensibil-
ity to otherslikethem. Their presence should also help
to sustain the passion for getting it right next time.

Lo,

Baruch Fischhoff
Pittsburgh, PA
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